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This study presents a root cause analysis of biometric vulnerabilities and provides a
comprehensive typology of metadata in biometric adaptation. Although they are more
reliable and secure than traditional authentication methods, biometric techniques are
subject to vulnerabilities that pose challenges. Faced with the proliferation of cases of
identity theft and fraud, biometrics is increasingly used to protect assets and people in
several areas such as commercial, forensic and government applications. As a first step, a
metadata analysis was performed. A focus has then been placed on their role in the fight
against biometric vulnerabilities. Thus, the vulnerabilities studied have been classified into
two main categories: intrinsic limits and adverse attacks. Finally, one of the scenarios
considered was implemented, particularly the case of the combination of skin color with

facial recognition. The implementation resulted in encouraging results with an Area Under

the Curve (AUC) of 0.826 for the face system and 0.908 for the multimodal system.

1. Introduction

The fast-growing digital transformation is a process of fully
integrating digital technologies into all of an organization's
activities. In this digital world, the authentication stage is often
considered as the weak link in computer security, because of the
large number of identity theft cases. User authentication is an
important challenge in securing assets. In reference to computer
security, biometrics refers to the use of morphological, behavioral
or biochemical characteristics to determine or verify the identity of
a user.

non

Security is about "protecting" "assets" against all forms of
"threats" [1]. Threat is the type of action that may be harmful in
the absolute, while vulnerability (sometimes called a gap or
breach) represents the level of exposure to the threat in a particular
context. Finally, the countermeasure is the set of actions
implemented to prevent the threat. The countermeasures to be
implemented are not only technical solutions but also training and
awareness measures for users, as well as a set of clearly defined
rules. From the notions of threat, vulnerability and
countermeasures, we can define the notion of risk as a danger that
can be sustained at any time. The risk in terms of security is
generally characterized by the following equation:

Threat = Vulnerabilities

Countermeasures

Risk =

“Corresponding Author: Abdou-Aziz Sobabe, Email: azizsobabe @yahoo.fr
www.astesj.com
https://dx.doi.org/10.25046/aj050125

The security procedure can be represented by Figure 1 below.

As we can see, vulnerabilities are at the heart of the security
procedure. Biometric authentication systems are positioned as the
means of countermeasure put in place to ensure the protection of
assets. But these systems face a number of challenges and
vulnerabilities. Among the solutions to these challenges and
vulnerability, the use of metadata figures prominently. In the
following sections, we present an overview of biometrics metadata
before addressing their role in addressing identified vulnerabilities.

2. Overview of some Non-Current Biometric Features

Biometric features are more reliable and secure for person
recognition than traditional methods based on knowledge or
possession. They can be morphological (palmprint, palm vein,
(DNA, odor) or bioelectrical (electrocardiogram, electromyogram)
[2-5].

2.1. Morphological Features
2.1.1. Hand and Finger Geometry

The human hand has some relatively stable features (e.g.,
length of fingers) which are peculiar (although not very distinctive)
to an individual. They can therefore be used for biometric
recognition purposes. The "measurement” of the hand is made up
of several measures such as finger dimensions, joint
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characteristics, palm and hand shape. Such an identification
system studies on average 90 lines of the hand to recognize an
individual. The first step of authentication is that of the scan. To
do so, the person must put his hand on a platinum. The fingers must
be properly placed. etc.), behavioral (voice, signature, gait,
keystroke), biochemical. An infrared camera then takes an image
from two different angles to obtain a three-dimensional
reproduction of the hand. It normally takes no more than three
seconds to read. The hand geometry systems have large physical
size, so they cannot be easily embedded in existing security
systems [6,7]. The hand geometry technology is used for
applications such as access control, where one is cocerned about
an individual trying to gain access by using someone else's card or
PIN. In terms of advantages, the hand geometry authentication
technique seems less intrusive than fingerprint registration. In
addition, it requires the retention of smaller files compared to a
database for comparing fingerprints. For example, scanning an
image of a hand is only a space of about 15 bytes while the image
of the fingerprint represents a file size of around 500 bytes or more.
Finally, external factors such as the moisture of the skin and dirt
on the hand do not prevent a good measurement. The same is true
for burns and minor cuts. Compared to the fingerprint, this
technique has a high rate of false positives. This means that family
members with significant physical similarities can easily deceive
the system. In addition, the shape of the hands is likely to change
due to diseases related to old age, such as arthritis. Furthermore,
the geometry of the hand requires a larger scanner than a
fingerprint reader. As a result, its use becomes embarrassing when
it comes to securing a small object such as a computer [8].

value
| wish to minimise

Owners

to reduce

assets

wish to abuse and/or may damage

Figure I: Security procedure [1]
2.1.2. Iris

Iris scan technology is one of the most reliable biometric
recognition systems developed recently. The recognition of the iris
is a biometric technique to recognize an individual by the
observation of his iris. The iris is located in the aqueous humor, it
is surrounded by the white of the eye, the pupil is located in its
center, the cornea is in front of him and the crystalline behind. The
iris corresponds to the colored part of the eye and it is this part that
is used in biometrics. Indeed, the texture of the iris (i.e. the pattern
of the iris), includes many features. Those most often used in

www.astesj.com

biometrics are stripes, pits, and furrows. These elements of the iris
remain fixed, they vary only very little during a lifetime. Each
pattern determined by the chaotic processes during embryonic
development is stable and unique (the probability of similarity is 1
in 10 power 72) [8,7]. In addition, the pattern of the iris is not
genetic in contrast to the color of the eyes. So, two individuals,
even if they are parents, can have the same iris color but never the
same motive. That's why the iris makes it possible to distinguish
the identical twins. Iris-based systems have a very low False
Accept Rate (FAR) compared to other biometric traits.
Nevertheless, it is important to note that iris systems have a high
False Reject Rate (FRR) [6,9]. Tiris sample images quality have an
impact on the accuracy of Visible Wavelength iris recogition
systems. To deal with this problem, several iris image quality
enhancement methods have been developed by researchers. Liu
and Charrier [10] evaluated the performance of nine image
enhancement approaches on Visible Wavelength iris biometric
images. Experimental results showed that three of them (CLAHE,
MEDIAN, and UNSHARP) can highly improve the system
performance. In contrast, two other methods (SSR and WIENER)
have a lower level of performance improvement.

2.1.3. Retina

The retina is the sensory membrane that lines the inner surface
of the back of the eyeball. It's composed of several layers,
including one that contains specialized cells called photoreceptors
(https://www.allaboutvision.com/resources/retina.htm). The
elements that distinguish two retinas are the veins that line them.
The arrangement of these veins is stable and unique from one
individual to another (from one eye to another). And the models
that come from inherit the stability of this disposition. The
difficulties involved in capturing the image of a retina are as much
psychological as medical and technical. To obtain an image of a
retina, it is necessary to illuminate the back of the eyeball by means
of a light beam. This beam is of very low intensity so as not to
disturb the user; it is safe and of lower intensity than on ophthalmic
devices. A very precise camera system then comes to recover the
image of the retina. Retina readers are available, and provide a very
high level of security. After capturing an image of the retina, the
reading device software cuts a ring around the fovea. In this ring,
it locates the veins and their orientation. It then creates an "eye
signature" that is used for retinal recognition. The operation itself
is quite simple to describe but the algorithms remain relatively
complex.

Retinal biometry provides a high level of recognition. This
technology is well suited for high security applications (military
sites, safes, etc.). The arrangement of the veins of the retina ensures
a good reliability and a high barrier against fraud. [11].

2.1.4. Palmprint

Several authors have researched palm-based biometric
recognition. These include [12,11,13]. Palm print recognition is a
biometric authentication method based on the unique patterns of
various characteristics in the palms of people’s hands. It is a
relatively new biometric when compared to other biometric
systems such as face, fingerprint and iris recognition systems.
Palmprint is concerned with the inner surface of a hand. A palm is
covered with the same kind of skin as the fingertips and it is larger
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(a)

than a fingertip in size. Five features of a palmprint are usually
used to uniquely identify a person. It is: (a) Geometry Features
(such as width, length and area); (b) Principal Line Features (both
location and form of principal lines); (¢) Wrinkle Features (the
thinner and more irregular lines); (d) Delta Point Features (the
center of a delta-like region in the palmprint, usually located in the
finger-root region) and (e) Minutiae Features (see fingerprint).

Other morphological traits are often used in biometric
recognition. Those systems include Palm Vein, Ear and Facial
Thermogram. More information can be found in [12.4].

2.2. Behavioral Features
2.2.1. Gait

Gait refers to the way a person walks, and is one of the few
biometric traits that can be used to recognize people at a distance.
Therefore, this trait is very appropriate in surveillance scenarios
where the identity of an individual can be surreptitiously
established [11]. Gait-based systems also offer the possibility of
tracking an individual over an extended period of time. However,
the gait of an individual is affected by several factors including the
choice of footwear, nature of clothing, affliction of the legs,
walking surface, etc. [9]. This type of biometric recognition system
identifies individuals by their posture and the way they walk
through unique characteristics that are perceivable at a low
resolution, hard to conceal and non-invasive. [8].

2.2.2. Keystroke

Keystroke is a biometric solution "Software Only". It is applied
to the password, which becomes much more difficult to "imitate".
During the implementation of this technique, the user is asked to
enter his password a dozen times in a row. Using an algorithm that
exploits the support time on each key and the time between each
key, the ten input is "averaged" to build a "typing profile" of the
user that will serve as a reference. At the following accesses, the
password entry will be coupled to a keying profile that will be
compared to the reference profile. The access right is then granted
according to the level of similarity of this profile with the
reference. Depending on the degree of filtering that an
administrator will have defined, this access will be more or less
difficult. Whether additional security to an application, a Single

www.astesj.com

(b)

Figure 2: ECG biometrics: (a) ECG signal with regular thythm (b) positioning of the electrodes on the forearms for ECG capture [ 14]

Sign On, Intranet or Internet, in addition to security to a personal
smart card, it is a solution, reliable, easy to implement and very
competitive because without hardware. Its main advantages are
related to rapid implementation for many users. It also significantly
reduces the need for password changes and solicitation of IT
services. As a major drawback, you must be in good condition
before using the system at the risk of having your own password
refused [8,11].

2.3. Bioelectrical Features or Hidden Features
2.3.1. Electrocardiogram

An electrocardiogram (ECG) is a test that studies how the heart
works by measuring its electrical activity. At each heartbeat, an
electrical pulse (or "wave") passes through the heart. This wave
causes the heart muscle to contract so that it expels the blood from
the heart [5]. The ECG is mainly used in clinical applications to
diagnose cardiovascular disease. The ECG signal is characterized
by the shape of its beats consisting of five typical waves, namely
P, Q, R, S, and T or sometimes the U wave (Figure 2) [14]. ECG
biometrics has been the subject of a number of studies [15-17].
The use of ECG in biometrics is relatively new. In fact, there are
several biometric methods based on the ECG. There are
approaches that are based on ECG analysis [18]. Others rely on the
integration of analytic and appearance features extracted from
ECG signals [19]. Several research studies confirm that the cardiac
profile is specific to each individual and does not vary with age or
even if the rhythm of the heart is racing after an effort or an
emotion. Compared with other biometric modalities, the ECG is
more universal and difficult to forge [20].

2.3.2. Electromyogram

Electromyogram (EMG) signals are bioelectrical signals
recorded in the muscles. They provide various information on the
state of the peripheral nerves. The EMG signal has several clinical
applications. Its use as a hidden biometric modality can be
particularly interesting. In this context, some recent experiments
have been carried out [21,22,19]. In particular, this work has
focused on the analysis of surface electromyography (SEMG)
signals [23]. When acquiring these signals, individuals are
encouraged to apply manual pressure of a constant intensity to a
force probe for several seconds (Figure 3) [14]. The signal thus
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obtained is analyzed in the spectral domain. Then, parameters are
extracted such as the signal strength, the average frequency, the
flattening coefficient and the asymmetry coefficient. Indeed, these
parameters provide a device vector that we can use to characterize
individuals.

In addition, it should be noted that magnetic resonance imaging
(MRI) and X-rays are part of the hidden biometric techniques used
for the authentication and identification of individuals [24].

3. Applications of Biometrics

The requirements related to the level of development of
humanity and the security constraints require a rapid and reliable
user authentication. Biometrics is an emerging field where
technology improves man ability to identify a person [25]. The
applications of biometrics can be divided into three main groups
[26,13,27]:

. Commercial applications involve computer network
access, electronic data security, e-commerce, Internet access,
credit card, physical access control, cell phone, medical records
management, remote study, etc One of the most popular
technologies for ECG-based biometrics is the HeartID developed
by researcher Foteini Agrafioti of the Canadian University of
Toronto. This technology can be integrated into any electronic
device, starting with smartphones, tablets or game consoles. The
idea is to offer both an identification system to secure this type of
device, but also to share them by activating user profiles opening
on specific settings and contents. The sensors can be implanted so
that the user only has to hold the terminal so that his heart rate is
analyzed by the recognition algorithm, the identification taking
about 1.2 seconds. A preliminary learning phase is necessary to
record the electrocardiogram whose profile can then be stored in
the terminal itself or on a database to which it will connect. Only
requirement, the user must hold the terminal with both hands so
that the signal can be captured because the electrocardiogram
results from an electrical activity requiring two reference points on
either side of the heart.

Another application of ECG-based biometrics is the Nymi
bracelet developed by the Canadian company Bionym. This
bracelet is able to detect the electrical signals emitted by the heart
to control the identity of the wearer. Once identified, the owner can
open his car, unlock his laptop or phone, or make payments such
as with a credit card. With each electrical impulse, the heart will

contract, and produce regular beats (between 60 and 80 per minute
at rest). It is by analyzing this "cardiac signature" that the Nymi
bracelet can identify its owner then, through a Bluetooth
connection, interact with electronic devices to enter a PIN or
unlock a user session.

. Government applications include national identity card,
driver's license, social security, border control, passport control,
voter registration, etc. For example, the Government of Benin has
created a Permanent Electronic Electoral List, the first draft of
which was put online in January 2015. Since then, it has served as
a basis for the various elections held in the country. The Schiphol
Privium device at Amsterdam Airport uses an iris sensor to speed
up the process of checking passports and visas.

. Forensic applications include body identification,
criminal investigation, terrorist identification, parenthood
determination, missing children etc. The Federal Bureau of
Investigation (FBI) of the US Department of Justice utilizes the
Integrated Automated Fingerprint Identification System (IAFIS),
a 10-fingerprint matching system that captures rolled prints. In
2008, the Chinese Police adopted an Integrated Automated
Biometric Identification System (IABIS) solution to allow forensic
fingerprint examiners the ability to cross check inmate identities
for possible matches within the database [28].

4. Typology of Metadata

Metadata or ancillary information is non-biometric data that is
either combined with pure biometric data (fingerprint, face, iris,
signature, etc.) or exploited by a system that makes biometric
adaptation. The goal of adaptation is to provide ways to deal with
the challenges of biometric systems.

In general, there are two main methods for adapting biometric
systems, the first link to the user (soft biometrics) and the second
link to the acquisition system. In the first case, there are a multitude
of traits from the user that can be extracted and combined with pure
biometric modalities. Jain et al. were among the first to explore this
area. They did experiments on the following traits: Height, gender,
ethnicity. Later, Dantcheva et al. [29] conducted a study on several
soft biometric traits such as: age, skin color, hair color, eye color,
marks, etc.

Power speciral density

§

| Bom

001

(a) (b)

10 0100 200 300 400 500 800 700 800 901,000
Frequency (In Hz)

(¢)

Figure 3: EMG biometrics: (a) Acquisition of an EMG signal (b) The intensity applied by the user and the relative EMG (c) EMG periodogram [14]
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It should be noted that depending on the authors, certain traits
are classified either as pure biometric modalities or as soft
biometrics. This is the case of the gait which is sometimes
considered as a behavioral modality [8] and sometimes as a trait of
soft biometrics [29].

At the level of the acquisition system, adaptation can be done
on the one hand at the sensor (volume, flash, etc.) and on the other
hand taking into account the context of implementation
(brightness, noise, etc.). Here, the metadata are not directly merged
with the pure biometric data. The consideration is made at two
levels. Either the system administrator makes adjustments to the
various parameters such as volume, ambient brightness, flash, etc.
On the other hand, the acquisition device is pre-sized to ensure
automatic control of these different parameters. Such a device will
be smart enough not to trigger for example a facial image when the
brightness is not at a minimum required.

Several studies have focused on the role of metadata in
improving biometric performance. In [30], the authors show the
benefits of using gender, ethnicity and height information of the
user in addition to fingerprint. The use of these soft biometric data
leads to an improvement of approximately 5% over the main
biometric system. [29] spoke of similar results which reduced the
total error rate to 1.5% from 3.9% when body weight score is fused
with fingerprint score. The table 1 below presents a typology of
metadata in the biometric adaptation.

In the next section, special emphasis will be placed on the
effect of metadata in the fight against biometric vulnerabilities.

5. Role of Metadata in Facing Biometric Challenges and
Vulnerabilities

The challenges of biometric systems are essentially at the level
of limits in terms of performance and acceptability. In addition,
biometric authentication faces vulnerabilities that have been
identified at eight levels on a generic biometric architecture [31].
Figure 4 shows the eight possible locations of attacks in a generic
biometric system. [32] then listed a total of four different levels of
biometric system vulnerabilities. These are intrinsic failure,

administration issues, non-secure infrastructure, and biometric
overtness. The last three levels have been grouped into adversary
attacks from outside the system. These four levels of vulnerability
were synthesized through a fish-bone model (see Figure 5).

5.1. Intrinsic Failure

An intrinsic failure is a biometric system security failure that
generates an incorrect decision taken in a native way ie without
without the intervention of an external element. It can occur even
in the absence of an explicit effort by an attacker to bypass the
system. This type of failure is also known as "zero-effort-attack".
A biometric verification system can make two types of errors in
decision making. These are false acceptances and false rejections.
In the first case, false acceptances are usually caused by a lack of
uniqueness in the biometric trait, which can lead to a great
similarity between the characteristics of different users. At this
level, adding metadata can be effective in combating this problem.
Among the most probable cases, there are those of two identical
twins or brothers who have a perfect similarity of the face for
example. Taking into account soft biometric data such as marks
and make-up will make it possible to distinguish between two
individuals even if they have exactly the same face because the
face recognition algorithms do not take into account these
accessory data.

A legitimate user may be falsely rejected by the biometric
system because of the large differences between the user's stored
model and the input biometric feature sets. These intra-user
variations may be due to an incorrect interaction of the user with
the biometric system. This is the case, for example, of the effect of
twists on a fingerprint image or the effect of the changes of pauses
on a face image. Metadata do not provide a specific solution for
these cases of intra-user variations. But increasingly, the biometric
verification algorithms take into account these issues. [33] have
proposed a contactless fingerprint recognition algorithm that
addresses this issue. On another level, it should be noted that the
false rejections can be due to noise introduced at the sensor such
as, for example, the residual traces left on a fingerprint sensor.
Metadata does not provide a solution to this limit. Multimodal

Stored
Templates
3. Override T
Feature Extractor 7. Intercept
the Channel O ?en':";gg
N B D
! Feature Jres/No icati i
Sensor . | & 1~ Application Device
Extractor Matcher G
| | (e.g. cashdispenser )
| |
! 4. Synthesized :
2. Repiay | Featis Vecks 8. Override Final Decision
1. Fake odpata o TEEE e o)
Biometric
5. Overide
Maicher

Figure 4: Possible locations of attacks in a generic biometric system [32]

www.astesj.com

195

En vigueur a partir de 2017



A. Sobabe et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 5, No. 1, 191-200 (2020)

biometrics offers an alternative to false rejects. Indeed, when one
of the modalities is affected of noise, the system is able to ignore
it and pass to the following modality.

For the limits related to the detection technology, the exploited
metadata can be the volume (case of the voice modality) or the
flash (case of the face, the contactless fingerprint, etc.). Finally
talking about limits in the context of implementation, parameters
such as brightness, noise, and temperature are used as metadata to
deal with intrinsic errors.

5.2. Adversary Attacks

An adversary intentionally launch an attack on the biometric
system by exploiting a multitude of loopholes in the system design.
The three possible forms of attack are: Administration attacks,
non-secure infrastructure attacks, and biometric overtness attacks.

5.2.1. Administration Attack

This attack is still called insider attack. It usually comes from
malicious, familiar people who exploit vulnerabilities created by
poor biometric system administration. These include (i) the
integrity of the registration process (for example, the validity of
credentials submitted during registration), (i) collusion (or
coercion) between the opponent and the system administrator or a
legitimate user and (iii) abuse of exception handling procedures.
Under these conditions, the use of metadata will not provide a
response to this type of attack in the absolute. On the other hand,
the additional use of soft biometric traits can make the system more
complex and require more effort on the part of the attacker.

5.2.2. Non-Secure Infrastructure

The infrastructure of a biometric system includes the hardware,
software and communication channels between the different
modules. An opponent can manipulate the biometric infrastructure
in several ways, which can lead to eight security breaches as
described below.

First level:

Falsified biometric data: A reproduction of the biometric data
used will be presented to the biometric sensor. In the case of
authentication by the fingerprint, the attacker can present a false
finger facing a contact-based sensor or just have the image of a
finger facing a contactless sensor. It should already be noted that
this form of attack is more common with the fingerprint which is a
widely used modality with a high discriminatory power. On the
other hand with other modalities such as face, retina, and signature,
it is more difficult to present a falsified data. Moreover, if the

biometric system integrates a soft biometric feature to be combined
with pure biometric modality, this form of attack becomes more
complicated to implement. Take for example a case of fingerprint
authentication associated with the height of the user. Even if the
fingerprint is falsified, the impostor will be stucked during the
enrollment of the height. Considering another case of face
authentication combined with the skin color automatically
extracted from the facial image, an impostor will have a hard time
tampering with a face while taking into account the specificities
and requirements related to the detection of the skin color.

Second level:

Transmission of intercepted biometric data: Here, the attacker
plays back an old biometric data stored in the system without
passing through the biometric sensor. This is the case with the
presentation of an old copy of the fingerprint image. Since the
attacker bypasses the biometric sensor by providing the system
with an old recorded data, the metadata will have no effect against
this form of attack.

Third level:

Attack on the feature extraction module: This module could be
replaced by a Trojan horse so as to produce information chosen by
the attacker. The legitimate user does not realize that this module
has been corrupted and provided information in accordance with
the hacker's instructions. The feature extraction module being
compromised by the hacker, the metadata will not be effective
against this kind of attack.

Fourth level:

Alteration of extracted features: After data is obtained by the
feature Extraction Module, it is altered or even replaced by other
data defined by the attacker. For non-secure infrastructure attacks,
from the second level of attack to the eighth level, we are in
situations where the biometric system is corrupted and will only
provide responses according to the intent of the hacker. Metadata
will not be effective in these contexts.

Fifth level:

The matching module is replaced by a malicious module: This
module could be replaced by a Trojan horse to artificially produce
high or low scores.

Sixth level:

Database corruption: The database of biometric templates is
available locally, remotely or distributed on multiple servers. In
this type of attack, the attacker modifies one or more models to
allow an impostor or even to prevent a legitimate user from
accessing it.

Table 1: Typology of metadata in biometric adaptation

Level of -
. User Acquisition system
adaptation
Type of . .
. Soft biometric Sensor Context
adaptation
Braiigle Marks; Make-up; Age; Weight Volume (microphone); Flash Brightness, noise,
(camera) temperature
Exploited data Metadata
Training need Without training (immutable) After training
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Figure 5: Fish-bone model for categorizing biometric system vulnerabilities [32]
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Figure 6: ROC curve with AUC: 0.826

Seventh level:

Attack on the channel between the database and the matching
module: In this type of attack, the models are altered on the
transmission link connecting the model base and the matching
module.

www.astesj.com

Eighth level:

Alteration of decisions (accepted or rejected): This type of
attack alters the boolean decision (yes or no) made by the decision
module. The danger of this attack is high because even if the
system is robust in terms of performance, it was rendered useless
by this type of attack.
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5.2.3. Biometric Overtness

An attacker may discreetly acquire the biometric
characteristics of a legitimate user and use them to create an
artificial production of the biometric feature (fingerprints taken
from the surface of a contact-based sensor). Therefore, if the
biometric system is not able to distinguish between a live biometric
presentation and an artificial parody, an opponent can circumvent
the system by presenting falsified traits. This case perfectly
matches the first level of attack on non-secure infrastructure. The
analysis performed at this level is also valid here. It should be noted
that soft biometrics represents a response to this form of attack for
two reasons. Indeed, the user is obliged to appear in person in front
of the data acquisition device or this data is automatically extracted
from a pure biometric modality having a number of characteristics
hardly respectable by the artificial productions.

The table 2 below summarizes for each vulnerability category
the existence of effects as well as the possible actions of the
metadata. Examples of usable metadata have been listed at
different levels in order to provide more probable scenarios of
integration of multi-biometric metadata using a variety of disparate
fusions of traits.

6. Skin Color as a Solution to Overtness in Face
Authentication

6.1. Materials and Methods

The objective of this section is to present a practical case of
adding metadata to a pure biometric modality in order to fight
against certain vulnerabilities. The materials and methods used are
among the most recent technologies in progress. The
implementation of the proposed system was carried out under
Python framework with the OpenCV package
(https://sourceforge.net/projects/opencvlibrary/). Two stages are
to be considered in accordance with the two modalities that are the
face and the skin color (of the face). First, we performed face
recognition using the LBPH (Local Binary Pattern Histogram)
algorithm [34]. Then, for authentication by skin color, the Haar
Cascade algorithm [34] made it possible to detect the face, while

the extraction of the dominant skin colors was carried out
automatically using the algorithm of the K-means [35]. Only one
database was wused; it is the Caltech faces database
(http://www.vision.caltech.edu/html-files/archive.html). This
database contains 450 images of faces of size 896x592 in JPEG
format for 27 unique people with a variable number of images. For
experimental purposes, we have resized the database to 19 people
with 17 images each. 12 images were used to form the model and
5 images were used for the tests.

6.2. Experimental Results

After impiementing these two modalities, the matching scores
obtained were merged using the weighted sum method. A weight
of 0.9 was assigned to the modality of pure biometrics (face) while
the modality of soft biometrics (skin color) received a weight of
0.1. The experimental results are satisfactory with a performance
of 82.6% for the facial system and 90.8% for the multimodal
system. Figures 6 and 7 respectively show the results (ROC curve)
of the face alone and of the face combined with the skin color.

6.3. Discussion

The inclusion of metadata in face authentication allows on the
one hand to improve recognition performance and on the other
hand to make the system less vulnerable. The calculation of the
processing time for the two modalities gave the following results.
For the face, the average processing time (for 15 images) is 1.24 s.
The average time for skin color is 7.21 s. The fusion of the facial
and skin color scores takes an average time of 1.52 s (always for
the 15 images). It should be noted that the total processing time of
the multimodal system increases due to two factors, namely the
extraction time of the skin color and the time taken to merge the
two scores. This confirms once again that each biometric
authentication system has its advantages and limits. These are the
application cases and the implementation conditions which
generally determine the choices to be made.

7. Conclusion and Future Work
This paper presented a detailed typology of metadata on multi-

biometric system vulnerabilities. We have provided an overview
of some non-current biometric sensing systems before dealing with

Table 2: Typology of metadata on biometric system vulnerabilities

Adversary attacks

Vulnesbiity Intrinsic failure

category

Administration
Attack

Non-secure
infrastructure

Biometric
overtness

Existence of
metadata effect

Yes (except the case
of false rejects)

Partial

Yes (1 case out of
8)

Yes

Possible actions

1- Reduce false
acceptances
2- Limit FTE and FTA

Make the system
harder to attack

Prevent attack by
presenting falsified
biometric data

Prevent attack by
presenting
falsified biometric
data

Example of
metadata

1- Marks (tattoos,
scars, etc.); make-up
2- Volume, flash;
Brightness, noise,
temperature

Weight, body
shapes, etc.

Height, eye color,
etc.

Gait, gender, skin
color, etc.
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Figure 7: ROC curve with AUC: 0.908

the applications and privacy issues. Furthermore, we discussed the
categorization of biometric metadata, namely user level (ie soft
biometric) and acquisition system level (ie sensor and acquisition
context). To finish, a practical case of adding metadata to a pure
biometric modality have been presented in order to fight against
face recognition vulnerabilities.

Contactless fingerprint authentication [33] is a promising
technique but one that is potentially vulnerable on several levels.
For future work, we will explore the role of metadata in addressing
contactless fingerprint vulnerabilities.
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