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Abstract

Our simulation is based first, on a qualitative approach for the classification of flows and traffic, and next on an experimental

approach for the management of data volume on the other hand. The adopted approaches allowed us to get an idea on a NBWM

(Naive Bayes Weighted Multi-class) classifier capable to output differentiated service classes in MPLS (Multiple Protocol Label

Switching) networks. The classifiers we compared to our benchmark model were thoroughly processed. The accuracy rate of the

proposed NBWM (Naive Bayes Weighted Multiclass) classifier is about 68.75%, which puts it ahead of the other models encoun-

tered.
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Abbreviations

ANN: Artificial Neural Network.

BWNB: Binary Weighted Naive Bayesian.

[P: Internet Protocol.

KNN: K Nearest Neighbor.

LER: Label Edge Router.

LR: Logistic Regression.

LSR: Label Switch Router.

MPLS: Multiple Protocol Label Switching.
NB: Naive Bayes.

NBWM: Naive Bayes Weighted Multiclass.
RF: Random Forest.

SVM: Support Vector Machine.

TCP: Transmission Control Protocol.

Introduction

In computer and telecommunication networks, the simulation of design work is one of the activities that is carried out using tools

that are seen from several aspects. Simulation techniques have been used since the first communication networks were designed, but
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until recently this practice has never been used as it should have been. Today simulation is making a comeback in network research
activities on the Internet. Numerous simulation research works have been conducted around the world. In the context of bringing
a better quality of service in Internet networks, we have adopted an experimental approach. We propose a Naive Bayes Multi-class
Weighted (NBMW) classifier of Internet packet flows over a Multiple Protocol Label Switching (MPLS) network. We have adapted the
classifier to a router that is able to route packets from the network input to the output without ambiguity. We will present the results
of the simulations of the NBMW classifier. Indeed, these results will allow us to present the performance of the packet flow classifier

on the one hand, and to compare it with other multiclass classifiers on the other hand.
Material and Methods

This work consists in simulating an NBMW classifier adapted to an MPLS router that is located at the edge of the MPLS network.
The goal is to verify if the NBPM classifier can output more than two classes of services without losing packets on the network. The
NBPM classifier will sort the packets and deduce the ones that require a better quality of service. Then we will compare this classifier

to other reference models.
Material used

¢ Layer 3 router located at the edge of the network.

e Computer with an Anaconda environment 2019.03 version 3.7.7 of the Python Language.
Methods

First, we have chosen Binary Weighted Naive Bayesian (BWNB) classifier limited by two data outputs as indicated on Figure 1:

Figure 1: Graphical model for weight optimization of the averaged Bayesian classifier.

The BWNB classifier on Figure 1 is characterized by two layers of which the equations are:

Where each explanatory variable i is weighted by a weight w, in the interval [0, 1], j is the class index (j €{1,...K}), and k a class of

interest.
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The first layer of the graphical model (Figure 1) is a linear layer performing a sum H, for each class k, such that:
Hi= T2, wy 10g(P(X;|Cp) + bre. (2)

The second layer of the graphic model is a Softmax such that:

H,
Pr=—2 " 3)

T
Z_Ij(=16 J

Where:

e w, is the weight associated with variable i and class k,

e b, is the bias associated with class k

We have modeled the BWNB equations and obtained the NBMW that we have proposed. We have then adapted the new proposed
approach (NBMW) at border router in MPLS Network as indicated in Figure 2.

Figure 2: Routing of packet flows in the MPLS Network.

The proposed NBMW approach is a multiclass classifier (Cf. Figure 3) and characterized by the following equations:

ar
Faa Ay +P T A 4
aF
e Py — Ay (5)

A neural network generates (based on the available learning data) the values z, (X),, (X),......3, (X). These values are then injected
into a Softmax, which is nothing but a multinomial logistic regression function. More generally, Softmax . This allows us to

obtain the following diagram:
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Figure 3: lllustration of the multiclass approach.

In Figure 3, the neural network takes as input the x-values, computes the sum of the x-values, and then these values pass through
the activation function to produce the outputs 3, (X), z, (X),....., 3, (X). Then the outings z, (X), z, (X),....... 3, (X) are injected into a
Softmax. The Softmax takes as inputs the values z, (X), 3, (X),....., 2, (X) and generates the output vectors P(X) having t positive re-
al-valued components whose sum is 1. The Softmax function is defined by:

% 0 _
Pi(X) = I Vij€e{1,2,..t} (6)

We then compare P, (X),...,P, (X) with the different thresholds associated with each class, and we conclude to which class X belongs.

Simulations

To perform the simulations, we used the Anaconda environment version 2019.03 with the Python language version 3.7.7. Anaconda
is a free and open-source distribution of the Python and R programming languages for scientific computing. It aims to simplify package
management and deployment. It is a distribution that includes data science packages suitable for Linux, MacOs and Windows. The
classification of packet flows is done according to measured characteristics. The characteristics include class of service, throughput,

latency, transmission time and amount of data exchanged on each flow. All these characteristics were measured on a real network.

Training of the classifier

We have the following training data set from a real network analyzed with Wireshark:
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Class of Throughput Latency Amount of Protocol | Port | Duration | Technology used
service data
exchanged
on each flow
g 1.4kbps 192.2ms 544.4kb DNS N/A | 47min N/A
WEB 30.7kbps Sms 12MB HTTP N/A | 52min N/A
Network 5.4Mbps 66.2ms 2.1Gb TCP N/A | 52min N/A
WEB S54bps 151.8ms 21.1kb N/A N/A | 1min Mozilla
WEB 8.7bps 0 3.4kb N/A N/A | Omin CIFS (Common
Internet File
System)
WEB, 9.4kbps 3155 3.7MB N/A N/A | 60min YouTube
VIDEO
Network 38.7bps 0 15.1kb NTP N/A | Omin N/A
WEB 6.8kbps 191.5 2.7MB N/A N/A | 53 min Google (WS,
online search)
VIDEO 2.2kbps 203.8 843.6kb N/A N/A | SOmin Skype
Filtering 273.6kbps 183 106.9MB SSL N/A_| 52min N/A
WEB 1.2kbps 141.3 470.1kb N/A N/A | 50min AddThis (user
analytics)
WEB 702.7bps 149.2 274.5kb N/A N/A | SOmin Google API
Filtering 105.6bps 154.9 41.2kb N/A N/A | 65min OCSP (key
verifier)
WEB 82.3bps 149.6 32.2kb N/A N/A | 30min BING
WEB 959.5bps 120.9 374.8kb N/A N/A | 40min Facebook
WEB 119.9bps 146 46.8kb N/A N/A | 1min Google Analytics
WEB 39.9bps 141ms 15.6kb N/A N/A | 1Imin LinkedIn
WEB 152.1bps 230.4ms 59.4kb N/A N/A | 70min DoubleClick
WEB 1.8 kbps 244.1ms 714.7kb N/A N/A | 60min Gmail
Filtering 2.3kbps 143.9ms 882.7kb SSH N/A | 30min N/A
Storage 2.3kbps 143.9ms 882.7kb SFTP N/A | 30min N/A
N/A 59.3bps 0 23.2kb SSDP N/A 1min N/A
N/A 1.8bps 0 6908 MDNS N/A | N/A N/A
WEB 144.3bps 206.5ms 56.3kb N/A N/A | 1min AWS
WEB 22.4bps 306.6ms 8.7kh N/A N/A | 1min Google Safe br
WEB 4.3Mbps 196.1 1.7Gb N/A N/A | 53min Microsoft
DNS 208 octets 0.2327800 | 1664bits Udp N/A | 102 Wireshark
00 seconds
WEB 1.2kbps 185.9 481.7kb N/A N/A | 70min Windows live
WEB 689.8 176ms 269.4MB N/A N/A | 52min Windows
kbps Update
WEB 207bps 145.1ms 80.8kb N/A N/A | 1min Google Play
WEB 26.2bps 147.6ms 10.2kb N/A N/A | 1min Twitter

Table 1: Packet flow data of a real network.

Data processing

We processed the data in the following steps:
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Figure 4: Data processing steps.
(Source: Tensor Flow file generated by Anaconda simulator).

Figure 5: Preprocessing of the measured parameters.
(Source: Tensor Flow file generated by the Anaconda simulator).
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Table 2: Packet flow data obtained after processing.

Figure 6: Training of the proposed multiclass model.

(Source: TensorFlow file generated by the Anaconda simulator).
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Results and Discussion

For the simulations, a multi-class Naive Bayes Weighted (NBP) classifier is used. It uses the estimates of conditional densities at the
classes from the methods described in the previous sections. The results are presented in Figures 7-8 and show that the estimation of
conditional probabilities is accurate for all training sets due to the fact that the multi-class Weighted Naive Bayes classifier performs

well. The evaluation of our model gives an accuracy of 0.6875.

Figure 8 (b) refers to the cost of our classifier that is minimized. The blue curve shows the evolution of the minimization of the cost
of our classifier according to each iteration performed on the training data. On the other hand, the orange curve refers to the evolution
of the minimization on the validation data. We can see that at each iteration, the cost of the model decreases which effectively confirms

the minimization.

Figure 8 (c) gives the values of the accuracy of our model as a function of the number of iterations. The two orange and blue curves in
this figure 8 (c) illustrate the results obtained at each iteration on the training and validation data. A KNN classifier, which we trained

with our simulation software gave an accuracy in predictions of 0.6875 (Cf. Figure 7). As others results:

» A Random Forest (RF) classifier that we trained with our simulation software gave an accuracy of 0.65625 (Cf. Figure 10).
» A Support Vector Machine classifier that we trained with our simulation software gave an accuracy of 0.5625 (Cf. Figure 11).

» An SGD classifier that we trained with our simulation software gave an accuracy of 0.53125 (Cf. Figure 12).

Estimation with Stratified fold

Figure 7: KNN model performance evaluation and its implementation.
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Figure 8: Model validation curves-(a) simulation results in terms of loss and
accuracy-(b) Classifier cost minimization versus Number of iterations-(c)
Classifier Accuracy values versus Number of iterations.
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Figure 9: Accuracy rate of the KNN classifier and its implementation.

Figure 10: Accuracy rate of the Random Forest classifier and its implementation.

Figure 11: Accuracy rate of the Support Vector Machine classifier and its implementation.
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Figure 12: Accuracy rate of the SGD Classifier and its implementation.

NBMW | KNN | Random Forest | Support Vector Machine | SGD classifier
0.6875 | 0.6875 0.65625 0.5625 0.53125

Table 3: Performance comparison of simulated multiclass classifiers according to the accuracy rates.

Accuracy Rate

The comparison of accuracy rate of our classifier NBWM with other references model (Cf. Table 3) shows that NBMWN and KNN
have the same accuracy (0.6875).

Criteria NB | LR | SVM | RF | KNN | ANN
Error rate 1 4 5 5 2 5
Exploitation of mixed type characteristics 1 3 3 5 3 3
Incorporation of information from C 2 4 3 5 1 3
Selection of a minimum of hyper parameters 5 4 1 5 1 2
Problematic optimization 5 4 1 5 5 1
Rating/5 28 | 36| 26 5 32 2.8

Table 4: Evaluation of the classifiers according to the determining criteria.
(The scores are relative, ranging from 1 to 5).

We implement the criteria of Table 4 to compare the error rate of our NBMW model with KNN. According to Figure 8, the training
of our model resulted in forecast errors of 31.25% (0.3125) of the cases. So out of 100 predictions, about 31 might only be wrongly
predicted compared of 69 that can be well predicted. The error rate of KNN is 2 while our model NBMW show the error rate equal to
0.3125.

Our work consists in bringing a better quality of service to MPLS networks. We have treated a state of the art to have a better visibil-
ity of the work already done in the field. The synthesis of the work carried out shows that there are aspects of our work that have not
been addressed. This allowed us to better position ourselves in order to achieve our objectives. Indeed, we have proposed a mathemat-
ical equation of the model that can provide more than two classes in output. We have also simulated the mathematical model equation
with Anaconda version 2019.03 and then proceeded to its validation. The performance of the multi-class Naive Bayes Weighted classi-
fier with an accuracy of 0.6875 is an important information for packet flow classification in an MPLS network. The model is able to give
reliable statistics on which flows are of good quality and which are not useful to continue their way on the network. Also, the more data
that is provided at the input of the network and the more the model is trained, the better the results will be. The comparative results

of multiclass classifiers with our model leave behind Random Forest, Support Vector Machine, SGD classifiers. Our model has the same
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accuracy (0.6875) as the KNN classifier but the latter is sensitive to the variables which we did not notice in the Naive Bayes Weighted
classifier. The error rate of KNN is equal to 2, which is less performed than 0.3125 of the proposed NBMW model. The KNN can produce
a good error rate but its method does not build a model, so it gives precisions without taking them into account. Moreover, it is a good

generalist classifier, non-parametric, not requiring optimization.

In the case of our research, the training of the model has shown that when the error rates are low, the classifier performs well. From

these results, we can deduce that since NBMW has a lower error rate than KNN, it is the most efficient.
Conclusion

Simulating a multiclass classifier in an MPLS network ingress router is a major challenge for us. The best results we have obtained
from our classifier will provide good accuracy on classification activities. Accurate classification in the network will ensure good QoS
of the packet flows. The comparison of our classifier with several reference models allowed an unambiguous validation of the model.
With the increase in data flows on the Internet, modeling classifiers remains an ongoing challenge to further minimize conditional
estimates. With the relentless development of the Internet, the world should expect more advanced research in the processing of large

volume of data.
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